YcranoBka /lucnetyepckoro Kommiekca
“O6b” Ha oguH KoMIblOTEp € Alter0S2025

01.03.2026

BBeaeHue.
[aHHbIV IOKYMEHT COAEPKUT NOoLLIAroBoe onncaHme yctaHoBkn IK «O6b» Ha 0AMH KOMMbIOTEP C ONepaLMOHHON
cuctemoit Alter0S2025.
MporpammHoe obecnevermne K «O6b» COCTOUT U3 ABYX NAKETOB:
o lkdsserver
e |kds-client

Maket lkdsserver coaep*ut cepsep ancnetyepmsaumm LKDSServer. LKDSServer He umeeT rpadpuyeckoro
nHTepdelica, T.e. He TpebyeT Hannuma B onepaLMoHHON cucTeme rpadmyeckon 060a04KK. NMpunoxeHusa ana
HacCTPoMKM 1 B3anmogencreus c LKDSServer umetot rpaduyeckuii nHTepdeinc n Haxoastca B nakete lkds-client.
Mo»Ho ycTaHOBMTb NakeT lkdsserver Ha oTAeNbHOM KOMMbOTEPE, HAaNpUMep, apeHA0BaHHON BUPTYaibHOM
MalUMHe, He umetoLen rpapuyeckoit 060104KK, a Ha APYyrre KOMNbIOTEPbI, UMetloLwue rpaduyeckyto 060104Ky,
yctaHoBuTb nakeT lkds-client.

B naHHOM OOKYMeEHTe onucaHa ycTaHoBKa M nakeTta lkdsserver n naketa lkds-client Ha o4MH KomnblOTEP, MMEIOLLLUIA
rpadpuyeckyto 06010uKy.

PaboTa ¢ 4OKYMeHTOM npegnoaaraeT HayabHble 3HaHWE ONepaLMOHHOM cucTembl Linux, B YaCTHOCTM OMbITa PaboTsl
C TepMMHanom Linux n HayanbHbIM onbIT paboTbl ¢ AK «O6b» noa Windows.

IloaroroBKa KoMmnsoTepa.
I'Iepe,u, yCTaHOBKOﬁ NAaKEeTOB HYXHO AoﬁaBMTb OnncaHme penosntTopuma (MECTO XpPaHeHuA I'IaKeTOB) B onepaunoHHYyO
CNCTemy KomnbroTepa.

3aI'IyCTMTe TEPMUHAN U HOAaVITe KOMaHAbl

sudo wget -O /etc/yum.repos.d/lkds_alteros.repo reporpm.lkds.net/repo/lkds_alteros.repo

etc/yum.repos.d

Jetc/yum.repos.d/lkds_alteros.repo

m.repos.d/lkds_alteros.repon coxpauém [117/




YcTraHOBKa cepBepa gucneryepusanuu (naket lkdsserver)
[ns ycTaHOBKKW NoganTe KOoMaHAay:

sudo dnf install Ikdsserver -y

[ns npoBepKM cocTonaHUA cnyxobbl LKDSServer, KoTopas 1 ABASETCA CepBepoM AUcneTyepusaumnmn, noganre
KOMaHAy:

systemctl status LKDSServer

[1kds@localhost ~]$ systemctl status LKDSServer
e LKDSServer.service - LKDSServer
Loaded: loaded (/etc/systemd/system/LKDSServer.service; enabled; preset: disabled)
Active: tive (r i since Tue 2026-03-03 12:16:29 +07; 2min 46s ago
Main PID: 8011 (LKDSServer)
Tasks: 35 (limit: 10460)
Memory: 20.8M (peak: 21.8M)
CPU: 206ms

CGroup: /system.slice/LKDSServer.service
L " -

12:16:29 localhost.localdomain systemd[1]: Started LKDSServer.
3 12:16:29 localhost.localdomain LKDSServer[8011]: Start LKDSServer v1.6.46 Mar
map @3 12:16:29 localhost.localdomain LKDSServer[8011]: @ /usr/bin/LKDSServer
sap 03 12:16:29 localhost.localdomain LKDSServer[8011]: 1 service
[1kds@localhost ~]1$ fi

LKDSServer ucnonbsyet CYb/ PostgreSQL

B0O3MOXHO ncnonb3oBaHWe nokanbHoro PostgreSQL, ycTaHOBAEHHOrO Ha TOM e KomnbtoTepe, 4to n LKDSServer, u
yaanéHHoro PostgreSQL, yCTaHOBAEHHOIO Ha APYrOM KOMMNbtoTepe. B JaHHOM AOKYMEHTE ONUCAHO UCNO/Ib30BaHMe
nokanbHoro PostgreSQL.

[ns npoBepKku coctonaHuaA PostgreSQL nogaiitTe KomaHAy:

systemctl status postgresq|
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bysem ncnonb3osaTtb AnA AocTyna K PostgreSQL BCcTpoeHHOro nosib3oBatens postgres, Ha3Ha4YMMm emy Naposib,
Hanpumep, ana onpenenéHHoctn, vm2026. *KenaTenbHO UCMONb30BaTb APYFOM YHUKANBbHBIA U
b6onee 3aWMLLEHHbIA NApO/b:

sudo -u postgres psql -c "ALTER USER postgres PASSWORD 'vm2026'"

lkds@localhost ~ sudo -u postgres psql -c "ALTER USER postgres PASSWORD "vm2026""
[sudo] napons ana lkds:

could not change directory to "/home/lkds": Orka3awo B gocTyne
ALTER ROLE

[anee Hy»XHO NpoBepuUTb CNocobbl aBTopmsaumm (pernctpaunmn) B PostgreSQL. s sToro B pegakTope hano
OTKpoiTe dann:
sudo nano /var/lib/pgsql/data/pg_hba.conf

Ecnu B daine B yKasaHHbIX CTpoKax meTtog, ident,

127.0.0.1/32

::1/128

replication
replication 127.0.0.1/32
replication ::1/128

@¢ Cnpaeka ¥ 3anucaTte ¢ Mouck @{ BuipesaTe
i YurQain B 3amena j! BcrasuTte

TO HYXXHO M3MEHUTb MeTOoZ, Ha scram-sha-256:



peer
127.0.0.1/32 scram-sha-256
::1/128 scram—sha—256l
replication all

replication all 127.0.0.1/32
replication all ::1/128

Cnpaeka B 3anucate Mounck Bupesats BunonHuTe

HE Yurdain B Samena @l Bcrasute 38| BuipoBHATHL

nocne Yero coxpaHuTb ¢ain, Haxkas Ctrl+0, nanee Haxas Enter un BbIATK U3 peaakTopa, Haxkas Ctrl+X

Mocne coxpaHeHus daiina [var/lib/pgsql/data/pg_hba.conf Hy:Ho nepesarpy3utb PostgreSQL KomaHAHOW:
sudo systemctl restart postgresql

YcTraHoBKa KaUueHTCKUX YyTWIHT (nmaket lkds-client)
MNakeT lkds-client cogepxuT:

e moaynb LKDSServerCfg ans HacTtpoiku cepsepa LKDSServer
®  MOAyNb HAbANOAEHUSA 3@ COCTOAHUEM ANOTOB, T.e. COBCTBEHHO MOAYNb AUCNeTYepm3aLmm, LPult
®  YTUAUTbI 06CAYKMBaHMA 060pYA0BaAHUA

MNakeTt lkds-client morKeT 6bITb YCTAHOB/IEH KaK Ha TOM € KOMMbIOTEPE, HAa KOTOPOM YCTaHOBJIEH CEpBepP
ancnetdyepusaumm LKDSServer, Tak U Ha Apyrom KomnbtoTepe. KomnbioTep, Ha KOTOPOM YCTaHaB/IMBAETCA NakeT
Ikds-client, gonxeH nmeTb rpadmyeckunit nHTepdeiic (TepmuHan).

MakeT lkds-client morkeT 6bITb TaK:Ke ycTaHoBAEH Ha KomnbloTepe ¢ Windows B cpeae Windows Subsystem for Linux
(WsL).

B AaHHOM OOKYMEHTe onucbiBaeTca caydaii, korga naketol Ikdsserver u lkds-client yctaHaBnmBatoTca Ha ogHOM
KOMNbloTepe.

[Nna ycTaHOBKM NaKkeTa NofaiTe KomaHay:

sudo dnf install lIkds-client -y
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I'Iop,p06Hoe OonuncaHume pa6OTbI C KOHKPETHbIMN MOAYNAMU NaKeTa MOXHO HaWTK B OTAENbHbIX AOKYMEHTaX.

B naHHom pgokymeHTe nakeT lkds-client ncnonbayetca ana Hactpoiiku cepsepa LKDSServer

Hacrpoiika LKDSServer

MpoBepum OTKpbITble cy*Kbon LKDSServer cetTeBble NOPTbI:
sudo ss -lp | grep LKDSServer

MopT 40080 npeaHa3HayeH ansa KoHourypuposaHua LKDSServer
HacTpoiika cepBepa npoussogutcs KoHourypatopom LKDSServerCfg

IR LKDSServerCfg
3anyckaem KOHPUrypatop c nomolubto spabika LKDSServerCfg M nogKntovaemca K

LKDSServer:



LKDSServerCfg

NoakNYMTLCA

IP/aoMeHHOe MMA cepaepa ‘ localhos{ -

Mopt Mcnonb3oBath SSL

I NoakniunTeCA I

NoapobHee >>

Mocne noaKNtOUYEHUA BbIAAETCA NpeaynpexKaeHue:

' LKDSServerCfg [ ]

Ceuac 4oCTyn K HACTPOKe cepeepa paspeluéH ¢ nbeix IP agpecos,
ANA NoBbileHUA He30NacHOCTK, BO BrIagke "PaspeluéHHsie IP”,
BeeguTe IP agpeca, C KOTOPLIX HACTPONKA pa3pelueHa

OK

HaXKMmaem KHonky “OK”

BOAMM Naponb B 3aknaake SQL, B Hawem npumepe vm2026, n nepefaém AaHHbIe CEPBEPY HAXKATMEM KHOMKMU
«CoxpaHUTb»:



LKDSServercCfg localhost (X

SQL

IP/DNS PostgreSQL

Mone3oBaTens NOAKNKUYEHUA

postgres

Maponk NoAL3OBaTENA @

e uuepes 20

CHOBA Bbi30BUTE KOHQWUrypaTop

O LKDSServerCfg CoxpaHuTe JakpbiTh

B cnyyae ygauHoro noaknatoueHus cepsepa LKDSServer k PostgreSQL, cosgaétcs 6a3a aaHHbIx lkdsserver un
OTKPbIBAIOTCA HOBbIE CeTeBble NOPThI:

sudo ss -lp | grep LKDSServer

do ss -1p | grep LK

Hacrpoiika ooMmeHa nuHpopMmanuu cepsepa u JIb7

LKDSServer noagep»nBaeT cBsA3b ¢ AMMPTOBbIMM 6a10Kamn JIB7 no npambim cBA3AM M cBA3b ¢ J1IB6 yepes
obopyaosaHue cetn «06b» (K/1LL, KC/1, MOHO6N0KM).
B AaHHOM AOKYMEHTE ONnucbiBaeTca HacTpoiika obmeHa c ogHum J167.

BBOAMM KAtod, UCNOb3yemblii ana obmeHa c J167:



LKDSServerCfg localhost

4 L CeTt |KJ"°‘-W|”B L = Tb E y
Ner/n | Bec MR Knoua AobasuTe
Kniou wuéposaHms
KHML BEERRARRAEN
nomop mmqa SRR RAARREEN

MoXeT NCNoNbL30BaTLCA ANA paboTsi ¢ f16 uepes:
LKDSCloud

Bec knwoua - uem bonslue, Tem gna Bonbwerd
yucna JIb ucnonb3yerc

e | Nepeui|
CoxpaHaem Koy B KOHOUrypaLum cepeepa:
LKDSServerCfg localhost
4 SQL Cemn Kntoun NIb | Cnwmcox J16 Cetb "O6t 6 ceTn "06
Ne n/n Bec Mma knoua JobaeuTs
1 ; 1 'I"lepeuf-t
CoxpaHuTb
LKDSServerCfg localhost
4 S0OL Cers | Kmouwu JI6 _nucok 16 CeTb "O6t Nb ceTn "Obt
Ne /n Bec Wma knoua Aobaeute
1 ' 1 'nepauﬁ

MNocne coxpaHeHUA KHOMKa «COXpaHMTb» CTAHOBUTCA HE AaKTUBHOM:

B /167 BBOoauM cBA3b ¢ LKDSServer.

3anyckaem KoHourypatop /167



Bctasnaem B J1b cBsi3b ¢ LKDSServer:

r

LKDSServercfg localhost £

UDP NopT AaHHbIX 4R CBA3N C N6 m c;;:sg. Q -

UDP nopt ronoca gna ceasm c /16 MKSTOP COCBAR | 45108445

48001

MopT AaHHbIX

UDP nopT ANs CBA3M € CeThID "06k"
UDP nopt anA nposepku SIP 0

*
UDP nopt agns ceasm ¢ *SPult 49000

TCP nopr ans cea3u ¢ *SPult IPa,qpec| 10.1.1.19|

49000

MaeHTUOUKATOP ANA CBAIN CNIB | ey n04as Aomer

MNepegasatk kneHTam (*SPult) yacoBoW NOAC cepeepa ANA NEPeCYETa AnbTepHaTUBHAR CBA3L
BpemeHW B N0KaNLHOE BpeMA || AnbTepHaTMBHAR CBA3b yKa3aHa

Bpems BO3BpaTa Ha OCHOBHYHW CBA3b MWH

IP agpec

3akporite KoHdUrypaTop 1, Yyepes 20 cekyHa, 3arpy3uTte, Bo BKAaaKke «Cnucok J16» KoHdurypaTopa 4o/KeH
noasutbes /16, B KOTOPbIN J06aBUIM CBA3b:

LKDSServerCfg localhost [ x]
Ident MNprmedaHne Knoy Twn Bepcua m/n nHTepdeic IP:Port CmeHa IP:Port Npuxog AaHHBLX
v 27308 | |Nepasia |76 7 OTUC [732 | =ffff10.0.0.24 | 46000 |03.03.2026 13:14:52 03.03.2026 13:14:52

Co3paHue opraHu3anuu.
OpraHu3auma 1 nonb3oBaTenb aAMUHUCTPATOP CO34aETCA B KOHOUTypaTope:



LKDSServerCfg localhost

4 SQL Cere Knwum/lb Crucok/le Cetb"06b" /Ibcetn "O6b" | OpraHusayumn

‘ Vam _ Aobasutb

OpraHusauyus m |

TestAlterOSl ‘

HaumeHoBaHUe ‘

A3bik RU =

None3osarenu |, .o AAMUH. | BNOKMpOBaH AobasuTe

Mocne 3aKpbITUA OKHa OpraHn3auMm NoATBEPKAAEM COXPaHeHue 1 A06aBasemM Noib3oBaTeNA-aAMUHUCTPATOPA:

r

LKDSServerCfg localhos

4 SQL Cere Kmoum/ie Crmcok/le  Cets"0B6k"  NIBcet "O6b" || OpraHuMsayun

Vinn Aobasute

AobaBuTe opraHmMsaymio

M3MeHUTL OpraHm3aumio

Opranmsauyms (x
HanmeHoBaHue ‘ IrestAlteros

w

A3biK RU

Mons3osatenn .o AAMUH, BnokupoBaH Aobasutb




Nonb3oBaTens (X
MA ADMIN
namn AL LR

Nosrop naponsy ..,

NpumeuaHune

Muuuucrpa‘r

bBnokmposaH

OpraHusayus (x]
HavnmeHoBaHwue TestAlterOS
A3bIk RU >
R Ve AaMuH. | BrokuposaH AobasnTs
ADMIN [x [
CoxpaHaem opraHusaumio:
r
LKDSServercfg localhost [}
4 SQL Certe Knsoum N6 Cnwucox NB Cete "0be" NB cetn "0bw" OpraHusayumn OnoaeweHna SIP OPC Wmnopt/akcnopt Nogemouesna b

Hun | BAobasute

O LKDSServerCfg... CoXpaHuTL 3akpeiTe



nLPult
,ﬂ,al’IbHEVILLIaFI HaCTpPOUKa OopraHmn3aunm npon3soanTca B NPpuUIOKEHUN LPult -, KOTOpOe 3anyweHo oT
MMEHM afMUHUCTPATOPa OpraHM3aLmu.

MopakntoueHume LPult.

Haxkmute KHoMKy «Jo6aBuTb onncaHMe cepeepar:

LPult - nogknoyeHne K cepeepy AncneTyepusaumnm [ x]

MoaxnoueHne

Wma nonb3oBatens

Mapons NoAL30BaTeNA @

OnucaHwe cepeepa

JAobasuTb oNncaHue cepeepa

BBeguTe napameTpbl 1 NnepeinanTte BO BKNAAKY “MoakatoyeHme”:



LPult - nogknoueHne K cepeepy gncneTyepusayum

[logknwueHne | MNapameTtpoi cepeepa = 3Byk Obwwe napameTpol

HaumeHoBaHMe NOAKNHYEHUA AlterOS Ypanute

Tuncepeepa |, ypsserver v

OpraHu3auvs | roceaiteros

IP appeca/aoMeHHbIe MMEHa 8¢ ®

localhost

UDP noprt cepBepa 49000

TCP nopT cepeepa 49000

UDP nopt ans ces3un ¢ 167 ‘ 48000|
Monb3oBatens

CUCTEMHBIW KNKOY

ToNbKO NOABNEHMWE BLI30BA AMCNETUEPA CONPOBOXAATH 3BYKOM U MEpUaHUeM
PaspewwTs GopMupoBaHue 3aRBOK 0BCNyxMBaHUR NMPTOB

URL-agpec cnyx6ei 06paborkm
3anBok obcnyxueaHua nndros

BBeauTe MMsA, Napo/b NOb30BATENS C MPABAMMU aAMUHUCTPATOPA U HAXKMUTE KHOMKY «MoAKAloueHme»:

r

LPult - nogknoueHne K cepeepy gucneTyepusaumm

Moaxnouenne | Mapamerpoicepsepa 3syk  Obuwme napamerpel
Wmsa none3osartens ADMIN - NoaknioueHne
Napons nonb3osatens (| ’@
OnucaHue cepeepa AlterOS A4

fAobasuTb oNMCaHue cepeepa

B pexknme AgMuHUCTpaTopa 3aBoamMm nnudT 1 nonb3osartena User:

o




LPult - AlterOS ::1/ADI

PexumMmbl [Momollb

W B 13:44:48 03.03.26

v % MNonb3oBatenn
“‘_&J ADMIN
- 8
4 a fpynna 1 Mpynna 1
¥ * Mpynnet nnégTos

Nogkntovaemca noa nonb3osatenem User:

LPult - nogknioyeHmne K cepeepy gucneTyepusaumm

NoaknioueHne | lNapameTpol cepeepa L uyne nay f
MMA none3oBaTens
User v MNoaxnoueHne
MNaponk NoNb30BaTeNA | ‘@
OnucaHwe cepeepa AlterOS >

AobaBuTe ONUCaHKe cepeepa




LPult - Alter0S ::1/User/: Coctoanue - flucnetyepckan: yn. Ynuya,n.fjom,n. 1 (1)

Pexumel  Nomows

i =0 & = B 13:47:40 03.03.26

» B Ancneruepckan

NB 7 0TUCV7.3.2 [ x]

am “Wome

yA. Yauua afiomn. 1(1)

Pasrosop ¢ xkabuHoR

Pazrosop ¢ MN Pasrosop ¢ NPUAMKOM

OTCyTCTByeT HanPRXEHWE B Lienwu yNpagneHna
Orcyrcreyer obmen ¢ MCS
HewcnpaeHocTs TpakTa ITC kabuHw nudra

Hewcnpaexa Gatapes nutanua NB

fata Tngr
03.03.2026 13:47:05
03.03.2026 13:47:07 n 1.4 40myn. YauL

MpunoxkeHne SPult Tak ke moxkeT noakAto4aTbeA K LKDSServer.

Mpumep NapameTpos:

MapaMeTpsi NOAKAIONEHNA SPult - AlterOS 10.1.1.19/User/: Coctoanue - [lucnetuepckas: ya. Yavuaaom,n. 1 (1]

Pexwumbl  Otuetbi-goHeceHua [lomous

IeETOWALEENR

Tun obcnpKuBaiowero cepaepi LKDSDomain ™ -
8 Nucnetuepckas

OpraHMzauns | TestAlter0S += yn Yauua

IP agpec/gomex | 10.1.1.19 | .yn M ua

foni.P [ ]
Oon2.IP
UDP noptsi: cepeepa| 40000 | . A0 NIBPro | 48000

TCP nopt cepeepa | 49000 F
1

HaumeHoBaHHe AlterQs




SPult - Astra 192.168.1.9/User/: Aapeca - [lncnetdyepckas: ya. Yanua,z
Pexwumel Otuetbi-goHeceHna [lomolb
PeETDTASERN

MapameTpbl NOAKAOUEHMA = Aucnertuepckan
== ya. Yavua

HaumeHoeaHne | Astra ‘ L Lﬂm
Tun obcayxueaiowlero cepaepa{ LKDSDomain v B n.1-1(D:656 yn M u a

OpraHu3aums | Testastra }

IP agpec/pomex | 192.168.1.9 ‘
fJont.P [
Oon2.1P o M
UDP nopTel: cepeepa Wj . ansa JI6Pro
49000

TCP nopt cepsepa |

Umnopt crpykrypsl u3 LKDSDomain, LKDSDisp, LKDSCloud.
Bo3MOKeH MMNOPT BCEM CTPYKTYpPbI, 3KCNopTUpoBaHHoM 3 LKDSDomain, LKDSDisp a1 umnopT oTaebHbIX
opraHuMsauui, sbirpy»eHHbix 3 LKDSDomain, LKDSCloud nporpammoii SPult:

r

LKDSServercfg localhost [ )

L ! MmnopT/3kcnopT

JKCNOPT BCRR CTPYXTYPe! B LKDSServerStruct.uml u LKDSServerUnits.xml

3arpysxa HOBOW opraHu3aymm u3 LKDSDispStruct.xml u LKDSDispUsers.xml

3arpy3xa HOBOW OpraHu3aunm, BurpyxeHHol SPult u3 LKDSCloud waw LKDSDomain

O LKDSServerCfg.. 3aKpeiTe

Ons nmnopTa Bcen cTpyKTypbl LKDSDomain, 6asa gaHHbIx |kdsserver He gonyKHa cogepKaTb APYrMx opraHnsaumm,
T.€. OHa A0/XKHa 6bITb NycTon. Ana ounctkun b, Ikdsserver HyKHo:

0OCTaHOBUTb cNy*Kby LKDSServer:

sudo systemctl stop LKDSServer

yaanutb B4 lkdsserver:

sudo -u postgres psql -c "DROP DATABASE lkdsserver;"
3anycTuTb cny»Kby LKDSServer:

sudo systemctl start LKDSServer



[1kds@localhost ~]$ sudo systemctl stop LKDSServer

[sudo] napone ana lkds:
[1kds@localhost ~]$ sudo -u postgres psql -c "DROP DATABASE lkdsserver;"

could not change directory to "/home/lkds”: Orkazawo B gocTyne
IDROP DATABASE

[1kds@localhost ~]% sudo systemctl start LKDSServer
[1kds@localhost ~]% I

Mpwn 3anycke LKDSServer co3gact nyctyto Bl n KomaHAbl MMNOPTA CTAHYT paspeLleHbl:

LKDSServercCfg localhost

LKDSServerUnits.xmi 8 nyctywo BA

MmnopT Bcel cTpyxTypsl M3 LKDSServerStruct.oml u

WIMNopT BCeW CTPYKTYPb! 3 LKDSDomainStruct.xml u LKDSDomainUnits.xml 8 mycTyso B/

WimnopT opradm3sauum w3 LKDSDispStruct.xmi u LKDSDispUsers.xml 8 nyctyio Bl

O LKDSServerCfg JaKpeiTh




